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1. Impact of the new federal Digital Privacy Act
and amendments to PIPEDA

2. lIssues relating to Bringing Your Own Device
to Work (“BYOD”)

3. Issues related to background security checks
of potential or current employees

4. lIssues and potential liabilities related to the
collection and (mis)handling of employee
data
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Presentation Notes
Social media and advances in technology have altered the way businesses, employers and individuals collect, store and disclose personal information. The proliferation of electronic devices and storage means a person’s data is no longer simply being stored, for example, on a single hard-drive on someone’s desktop computer at work.  Personal data is constantly being forwarded and saved in the cloud, on tablets, on laptops, on personal phones and on large company servers. For example, as you are aware a single company laptop can contain the business or health records of thousands of customers or patients. If the laptop lost, stolen or hacked, any inadvertent even unintentional disclosure of personal information or breaches of privacy can lead to great liability against the company, not to mention loss of reputation or other economic losses.

Organizations and employers need to first be aware and understand their obligations under provincial and/or federal privacy legislation.  We’ll do a quick summary and touch on some of the recent amendments to PIPEDA as a result of the Digital Privacy Act.	

Employers often provide employees with laptops and have policies related to the use of such employer property.  But, with use of personal phones now being used not only for personal use but for business use there are significant privacy and protection of personal information issues that arise.  We’ll touch on issues relating to employees using their personal devices for both work and personal use.
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e Common features of both federal and
provincial privacy laws concern the

collection, use and disclosure of personal
information

* Legislation provides the legal framework
for the gathering and handling of
personal information of individuals

— Context of Employment
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Presentation Notes
Firstly, provide a quick summary of applicable privacy legislation in BC and Canada.
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* Collection:

e How an employer/organization gathers
information on its employees/individuals

e Broadly defined
e Generally restricted by what is “reasonable”

e Statutes contain exemptions for when consent is
needed in a variety of situations

ot conse!
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Cameron will address issues related to the collection and potential mishandling of employee information.

An exemption for consent is not an exemption from notification.
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* Use:

* Once information has been collected about an
individual, how is it being used?

e Typically, there must be a reasonable purpose for
the information that was collected; relates to
whether the collection is reasonable
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* Disclosure:

— Occurs where the employer/organization
disseminates the collected information, for a
reasonable use

— Where the largest liability may lie

— Mistakes can be aggravated by technology, leading
to mass disclosure e

Disclosure
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* BC Privacy laws:
— Privacy Act, R.S.B.C. 1996, c 373
 Statute of general application, tort of breach of privacy

— Personal Information Protection Act, S.B.C. 2003, c.
63 (PIPA)

* Private sector businesses in the province

— Freedom of Information and Protection of Privacy
Act, R.S.B.C. 1996, c. 165 (FOIPPA)

e Public bodies in the province
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Privacy Act – no common law tort for invasion of privacy in BC

FIPPA sets out the access and privacy rights of individuals as they relate to Provincially-regulated bodies in the public sector.
FIPPA establishes an individual's right to access records - this includes access to a person's own personal information as well as records in the custody or control of a public body. A public body cannot disclose information that is deemed to be harmful to law enforcement, personal privacy or public safety. Policy advice and legal advice are also excluded.

PIPA sets out how private sector "organizations" can collect, use and disclose personal information. Under PIPA, individuals have the right to access their own personal information. The law also sets out the rules by which organizations can collect, use and disclose personal information from customers, clients and/or employees. PIPA requires organizations to protect and secure personal information against unauthorized use or disclosure.
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* Federal privacy laws:

— Privacy Act, R.S.C., 1985, c. P-21
* Public bodies as set out in Schedule

— Personal Information Protection and Electronic
Documents Act, S.C. 2000, c. 5 (PIPEDA)
* Private sector organizations
* Federal Works, Undertakings, and Businesses (FWUBs)
* Now includes “authorized foreign bank”
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PIPEDA sets out ground rules for how private sector organizations may collect, use or disclose personal information in the course of commercial activities. PIPEDA also applies to federal works, undertakings and businesses in respect of employee personal information. The law gives individuals the right to access and request correction of the personal information these organizations may have collected about them.

In general, PIPEDA applies to organizations’ commercial activities in all provinces, except organizations that collect, use or disclose personal information entirely in provinces, such as BC that have their own privacy laws which have been declared substantially similar to the federal law. 

In such cases, it is the substantially similar provincial law that will apply instead of PIPEDA, although PIPEDA continues to apply to federal works, undertakings or businesses and to interprovincial or international transfers of personal information (even where transfer is done by provincial entity). 
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 New Federal Digital Privacy Act made
amendments to PIPEDA:

Organizations must tell individuals if their
personal information has been lost or stolen and
if there is a risk that they could be harmed as a
result.

Organizations will need to tell those individuals
what steps they can take to protect themselves

Organizations need to report these potentially
harmful data breaches to the Privacy
Commissioner of Canada
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DPA came into force in June 2015,  resulting in a number of significant amendments to PIPEDA.

i. Significant harm includes:
- bodily harm, humiliation, damage to reputation or relationships, loss of employment, business or professional opportunities, financial loss and identity theft among others. Factors that organizations will need to consider when assessing the presence of a real risk of significant harm include the sensitivity of the information involved and probability that the information was or will be misused 

ii. For example, an organization will be required to notify any other organization or government institution if it believes the other body may be able to reduce the risk of or mitigate the harm. For example, a retailer could notify a credit card issuing bank or law enforcement agency. The consent of individuals would not be required for such disclosures. 
    
In addition to the above obligations placed on organizations:

1. Organizations now must retain records of all data breaches.
2. Organizations deliberately covering up a data breach or which fail to keep records of breaches can face fines of up to $100,000 per offence.
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* Other key amendments:

I.  Scope of what can be disclosed in the
public interest has been broadened

iI. New language regarding valid consent
for the collection/use/disclosure of
personal information — new exceptions
to consent

10
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i. Public Interest Disclosure:

The Commissioner may now make public any information that comes to their knowledge in the performance or exercise of their duties or powers under the Act if they deem that doing so is in the public interest. Previously, this discretion applied only to information “relating to the personal information management practices of an organization.” 

ii. Exceptions to Consent, for example Business Contact Information.

Amendments specify PIPEDA does not apply in respect of business contact information– including email addresses–which an organization collects, uses or discloses solely for the purpose of communicating with a person in relation to their employment, business or profession. 





Digital Privacy Act @

OVERHOLT LAW

Trusted Advisors

* Valid Consent — section 6.1

“...the consent of an individual is only valid if it is
reasonable to expect that an individual to whom
the organization’s activities are directed would
understand the nature, purpose and conseguences
of the collection, use or disclosure of the personal
information to which they are consenting.”
[emphasis added]

11
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* Exceptions to Consent:

I.  Organizations may now disclose personal
information without consent to another
organization in certain circumstances
(fraud/other crime)

ii.  Use and disclosure of personal information
without consent in connection with business
transactions, provided certain conditions are
met

12
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i. The circumstances of when an organization can disclose to another organization include where disclosure reasonable for the purpose of:

investigating a breach of an agreement or contravention of law that has been, is being or about to be committed; or
Detecting or suppressing fraud or of preventing fraud that is likely to be committed.

As an additional requirement, in such cases, it must be reasonable to expect that disclosure with the knowledge or consent of an individual would compromise the investigation or the ability to prevent, detect or suppress the fraud.  (PIPEDA’s previous investigative body scheme, which allowed disclosures without consent to a designated investigative body, has been repealed.)

ii. Business transactions:

- Business transactions are defined in the Act and include, for example, the sale of a business, a merger or the lease of a company’s assets. In other words, organizations that are parties to a prospective business transaction can only use and disclose the personal information if it is necessary to decide whether to proceed with or complete the transaction. The organization receiving personal information must enter into an agreement to use or disclose the information for the sole purpose of the transaction, to protect it, and to return or destroy the information if the transaction does not proceed. If the transaction is completed, the parties have to enter into an agreement to limit the use or disclosure of the information to the purposes for which it was collected, to protect it, and give effect to any withdrawals of consent. individuals must be notified their personal information has been transferred to a new owner. 
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* Exceptions to Consent:

I. Banks = authority to disclose personal
information without consent to a
government institution or an
individual’s next of kin

 Reasonable grounds to believe the individual
“has been, is or may be the victim of financial
abuse”

13
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Banks may make the disclosure only for the purpose of preventing or investigating the abuse, and only if it is reasonable to expect that the disclosure with the knowledge or consent of an individual would compromise the ability to prevent or investigate the abuse 
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With the line between work and home increasingly blurred, bring your own device (BYOD) programs are growing in popularity and raising significant concerns among privacy commissions about the protection of personal information, whether it’s the personal information of the owner of the device or a customer or client’s personal information.  

If your company is thinking of implementing a BYOD policy or program, there are some important things to think about before deciding whether such a program is going to work for your workplace or not.
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* BYOD (Bring Your Own Device) is an
arrangement whereby an organization
authorizes its employees to use personal
mobile devices, such as smartphones and
tablets, for both personal and business

purposes

15
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While your organization may already allow its employees to use employer-issued devices for personal uses, in BYOD scenarios employees use their own devices for both work and personal purposes. A BYOD program can therefore blur the lines between business and personal use of a mobile device, and raise serious privacy and security concerns. 

A BYOD program can be very costly if not properly and securely implemented. In the event of a privacy breach, an organization could potentially suffer from significant harm, including financial loss, loss of competitive advantage, and/or damage to reputation, particularly if the type of information stored on the personal device includes important business documents, consumer personal information (including sensitive information like customer financial information or medical information), and employee personal information. 

Regardless if you determine a BYOD program is right for your workplace or not, all organizations are obliged to ensure that the personal information about customers and employees is not disclosed in an unauthorized manner and is securely stored.
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* Advantages to a BYOD Policy:

—Increased employee satisfaction and
productivity (they get to use the devices
they want, how they want to)

—Shifts the hardware cost burden from the
employer to employees

— Clarification of rules and expectations
where employees are already using their
own devices for business purposes

16
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Friends who carry around 2 phones all the time – Apple/Samsung and Blackberry

Tech savvy employees love to be able to keep the functionality and familiarity of their own mobile devices and apps and incorporate them into their professional lives

Damaged and destroyed phones – spouse dropped his phone a week after receiving a brand new iPhone6, and had to be replaced

There is a prevalent opinion that whether or not an employer likes it or endorses it, their employees will use their own devices for work-related activities, so it is better to set parameters and have tight policy and data security protocols in place.
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* |nevitability to BYOD?

e Hillary Clinton

17
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Hillary Clinton, who defended her use of a private e-mail server by saying she only wanted to use one device for all her correspondence, actually used at least two devices: her regular mobile phone and an iPad. Clinton not only used an iPad to send e-mails — she mixed work and personal e-mails on the tablet, too.

Even Clinton has frustrations with having to juggle multiple phones.

Certainly, it is arguable that most people use their own mobile devices outside of office hours to conduct work-related tasks.


https://www.washingtonpost.com/news/the-switch/wp/2015/03/31/hillary-clinton-also-used-an-ipad-for-e-mails-undercutting-her-single-device-defense/
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* Disadvantages to a BYOD Policy:
—Privacy law concerns
—Data security concerns
—Legal discovery concerns

—Privacy or Security Breach could be
immensely costly to an organization

18
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Privacy Law Concerns:
difficult to keep a handle on where information is being collected and hard to keep tabs on what is retained where, and for how long
What are the employee’s smartphone apps doing with their data? In what jurisdiction?

Data Security Concerns:
Use of public wifi networks (whether intentionally or not)
Unencrypted communications
Loss of a cell phone, tablet, or laptop

Legal Discovery Concerns:
Places to look for information relevant to a lawsuit are harder to see and locate
Harder to take control of text messages, etc. on an employee’s personal smartphone
The policy should also examine the issues of legal discovery, how access requests received by an organization would be handled, practices related to investigations or litigation concerning information on a BYOD device, 

Costly:
- Loss of a smartphone with client data, client proposals etc could cause a serious competitive risk to your clients. Etc. 

Certainly even if you are providing your employees with a company-issued electronic devices, these are risks to your organization and applicable to all employers.  All employers should think about 
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* On August 13, 2015, the Privacy
Commissioners of BC, AB, and Canada
released joint guidelines for employers to
consider when evaluating whether to
introduce a Bring Your Own Device Policy

* Guidelines can be found here:
https://www.oipc.bc.ca/guidance-
documents/1827

19
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Even if your corporation decides that it does not  want to implement a BYOD policy, and will provide their employees with company laptops or smartphones, be sure to have an acceptable use, IT policy.

Some of these guidelines are appropriate and applicable to company issued electronic devices, and are worthy of consideration.

https://www.oipc.bc.ca/guidance-documents/1827
https://www.oipc.bc.ca/guidance-documents/1827
https://www.oipc.bc.ca/guidance-documents/1827
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1. Ensure commitment by senior
management

e Ensure you can secure the resources to plan for
and successfully implement a program that
protects privacy

20
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Without senior management support, it may be challenging to acquire the necessary resources, implement appropriate risk mitigation strategies, and develop appropriate policies and procedures. 
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2. Conduct privacy impact and risk

assessment

* |dentify, prioritize and mitigate the risks arising
from the collection, use, disclosure, storage and
retention of personal information related to the
technology itself as well as “people-related” risks

21
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Different organizations collect, use, disclose, and retain varying types and amounts of personal information, and the sensitivity of information can vary among businesses in different sectors and even between organizations in the same sector. Data security is often about people. Risks associated with the use of devices should also be assessed.

For example, an organization may find it desirable to restrict the use of applications (apps) and interactions with unapproved cloud services. An organization may also find that it may want to limit the use of devices for BYOD to certain employees in specific positions. 
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3. Develop, communicate and
implement a BYOD policy

A BYOD policy should cover acceptable use,
corporate monitoring, sharing of devices with
family and friends, app management, and
responsibility over security features and
voice/data plans

22
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Consult all departments, not just IT – HR, finance, management, legal department. 

Be careful about the extent of corporate monitoring. Monitoring employee activity can identify potential misuse of information or policy breaches and permit early intervention. BUT, it can also lead to over-collection of personal information.  Our personal devices generate significant data about our movements and personal lives.  Careful not to over capture of info such as: 

Keystroke history, screen shots, web browser history and preferences, location of the owners, purchase records, leisure pursuits, photos, text messages, medical and financial records, tv and videos watched.

Must balance data protection with employee privacy to ensure that protective corporate measures do not lead to invasive surveillance and other privacy breaches.
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4. Develop a pilot program

* Test it out on select staff on a single mobile
platform?

* Enables employer to further assess and
address risks

23



Guidelines - Summary @

OVERHOLT LAW

Trusted Advisors

5. Develop training materials and
program

* Policy needs to be easy to understand and
must be communicated to all employees

* Training should be provided not only to
employees but IT professionals who will be
responsible for administering the BYOD
program

24
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Training is a vital component for implementing a successful BYOD program 

IT professionals require training in relation to the implementation and use of appropriate technical security controls including Mobile Device Management (MDM) software. Users require training to understand the organizations’ expectations as outlined in appropriate policies. 

Training opportunities should be regularly delivered and updated. 
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6. Demonstrate accountability

* Be ready to demonstrate to employees,
individuals and regulators that your BYOD
program complies with applicable privacy
laws and/or policies

25
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An agreement should be signed between devices owners and the organization that clearly articulates specific device administration activities that the organization can perform on BYOD devices, such as who is to configure the device, modify or change device settings, or install and uninstall software or apps at any time. 
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7. Mitigate risk through
containerization

e Using software that allows devices to be
partitioned into two separate “containers”
or compartments is recommended

e Organization should have ability to remotely
erase the information in the corporate
container

26
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As a risk mitigation strategy, organizations should consider partitioning each device into two compartments or containers, a process that is often referred to as “containerization”. Use Mobile Device Management Software.

Two containers - One related to personal use and the other to business use.  Keeps corporate apps and data separate from personal ones.  Only corporate approved and authorized apps should be installed within the corporate container.

Organization should have ability to remotely erase the information in the corporate container in event the employee leaves the organization or the device is lost or stolen.

The containers should be created such that corporate information is logically separated from the employees’ personal container and the flow of information between each container is restricted. 
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8. Implement storage and retention
policies

e Separate from the BYOD policy,
organizations should have policies on how
personal info may be stored and retained

27
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Ideally, personal information under an organization’s control should be stored within an organization’s corporate network, or within approved devices, and not directly on a BYOD device. 

For example, using a type of IT system that allows BYOD devices to only display personal information on corporate servers but not store it would serve this goal.

This can help address retention concerns, since all personal information in the organization’s control would remain on its servers and not on multiple personal devices brought into the workplace. Storing personal information in corporate servers will also enable the organization to meet access to personal information requests mandated by applicable legislation. 
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9. Encrypt devices and
communications

* |tis also recommended that all remote
connectivity be done through a secure

connection, such as a Virtual Private Network
(VPN)

28
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The encryption of a BYOD device might be centrally managed by an organization’s IT department. Containerizing BYOD devices can allow an organization to manage the encryption in the corporate container. 
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10. Address patch and software
vulnerabilities

 The BYOD policy should be clear who is
responsible for installing and updating
software and security patches to ensure

systems are up-to-date and protected from
malicious activities

* Should not be the device owner!

29
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Organizations should consider whether it is appropriate to allow devices that are not appropriately patched or updated to connect to the organization’s network. 
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11. Address app management

* Provide a list of approved apps that can be
installed and a policy on how apps should be
installed, updated and removed

30
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Misconfigured apps can lead to data leakage or unauthorized disclosure of personal information. Centrally managing and coordinating this process can facilitate consistency with corporate policies. 

Some apps automatically store copies of data in the cloud while others do not require user authentication or have the option to keep users signed-in, so organization should also carefully consider how apps operate.
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12. Ensure effective authentication
and authorization practices

* Crucial to ensuring security of information is
maintained prior to a person being able to
access corporate resources or personal
information

31
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Authentication – process of verifying an individual’s identity prior to granting that individual access to a resource

Authorization – process of allowing a use, whose identity has been authenticated to access specific information


If a BYOD device is allowed to connect to the corporate network, such a connection should be done via an appropriate remote access method such as a Virtual Private Network. An organization should also ensure each device is appropriately and securely authenticated prior to granting access to the network. Container authentication can help restrict access to the corporate container to authorized individuals.  Also, the use of strong passwords should be enforced and users should be provided with guidelines for password selection and maintenance.

Mobile apps that process personal information from the corporate container could also be configured to require separate user authentication. Additionally, apps should be configured to timeout after a predefined period of user inactivity and should require users to re-authenticate prior to regaining access. App features that allow users to stay logged on indefinitely should be disabled 
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13. Address malware protection

* Make sure network security is regularly
monitored, tested and updated

* BYOD participants should know to mitigate
risk by not clicking on suspicious links, viewing
suspect emails and texts and exercising sound
judgment as to the sites they visit

32
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For example, malware has been observed in many free apps made available on the Internet. This risk reinforces the importance of organizations ensuring only corporate approved apps are installed within corporate containers, and that these apps are installed in accordance with the policies and procedures outlined by the organization. 
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14. Have a plan for when things go
wrong

* Implement a formal incident management
process with clear expectations and
responsibilities to detect, contain, report,
investigate and correct security incidents and
privacy breaches in a consistent and timely
manner

33
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It is important to recognize that things can go wrong despite the steps taken to identify and address privacy and security risks.
 
Maintain an up-to-date inventory of mobile devices and apps involved in the BYOD program to help manage and mitigate if a device is lost or stolen
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Background and Security Checks of Potential
Employees

34
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THANK YOU JENNIFER/GREAT TO BE HERE

The first topic to discuss is background checks of employees, then will discuss surveillance and liabilities

It’s relatively common in our information age to seek a variety of information about persons applying for work with your company.  It’s also common to search someone’s name

There are a variety of privacy statutes in Canada, and the requirements of each vary a fair amount  but the big ones for discussion are PIPA, FIPPA and PIPEDA.  I will focus on these and they contain a variety of overlapping and similar basic principles


Background and Security Checks @
of Potential Employees OVERHOELLA

* To consider:

— What are you collecting?
— Do you have consent?

— Is it public?

— Why are you collecting it?
— What will you do with it?

— Is there a risk you’ll collect something you don’t
want to?

35
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Here are some basis first principles to consider in the course of interviewing and vetting candidates

PIPA regulations allow for some collection/use/disclosure of public information without consent, but Act requires that collection is “only for purposes that a reasonable person would consider appropriate”.  Notification is not exempted.  PIPA: purposes of establishing, managing or terminating an employment relationship between the organization and the individual

FIPPA – managing and terminating relationship – NEED CONSENT AT TIME OF HIRING

These are the big issues to consider with respect to all types of collection at time of hiring 
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* Social media background checks

* Are you aware of extent of your online
presence?

* Google yourself!

36
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I can’t tell you to do this without doing it myself so…


Known
Online Presence
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Changing landscape of public v. Private spaces

Woman in Quebec sued Google in 2014 for publishing a picture of her on her front steps, in that case the court rejected that there is a stark dichotomy between public and private spaces, privacy restrictions to public places.  Court awarded damages.  Breast/license plate/street number. Quiet street
Vertolli v. YouTube – video of arrest published on YouTube, allowed to proceed

Other notable cases include the Ashley Madison breach
Class action against Facebook for advertising on your news feed using your friends

Multiple liabilities but the point to make at the outset is – if you search a potential employee, you can’t really know what you might find…


Background and Security Checks @
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* Social media background checks

* Risks inherent to the internet:
— Accuracy
— The collection of irrelevant material

— Overreaching or unreasonably seeking
information

— Human rights protections

39
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What can happen when you search your candidate?

Private Sector – Can only collect personal information that a reasonable person would consider appropriate in the circumstances.  Public bodies have a higher test: can only collect personal information about an individual if that person. Consent is not enough!

In 2011, the BC NDP tried to vet candidates by seeking their Facebook passwords as part of the application process.  OIPS found that they did not have authority to do this


Social Media Background @
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* BC Human Rights Code

* Applies at time of interview
* “must not” refuse to employ because of:

race, colour, ancestry, place of origin, political belief, religion,
marital status, family status, physical or mental disability,
seX, sexual orientation or age of that person or because that
person has been convicted of a criminal or summary
conviction offence that is unrelated to the employment or to
the intended employment of that person.

* A.k.a. the “prohibited grounds” or the “protected
grounds” of discrimination

40
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General introduction to the Human Rights Code

Discrimination in employment
13  (1) A person must not
(a) refuse to employ or refuse to continue to employ a person, or
(b) discriminate against a person regarding employment or any term or condition of employment

Age =  19+
Sex includes pregnancy



Social Media Background @
Checks BXERHCEEL 0

* What if you discover:
— Pictures suggesting religious

faith? o &mﬁmﬁm T3

s photo

— Pictures suggesting political .
belief? DONALDITRUME,

— Pictures depicting sexual
orientation?

— Pictures depicting a disability?
* Addictions!

— Pictures/information
depicting marital/family
status?

* Pregnant?
e Children!

il Like B Comment # Share
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Very hard to un-know any of this

Suggestion of using a third party


Social Media Background @
Checks SVEREOC R

* May need to preserve what you find

— Requirement to preserve records used to “make a
decision” or in custody of employer for one year

* May need to prove a negative

— If you didn’t rely on it in your decision, why did
you look for it?

42
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FIPPA s. 31
PIPA

Right to request personal information under all statutes

Problems in human rights complaint


Social Media Background @
Checks SVEREOC R

* Tips to avoid risks:
— Find more reliable sources to gather info
— Verify troubling information through individual
— Do not use deception to gather
— Use a third party
— Carefully consider what you’ve found
— Be prepared to provide what you’ve found

43
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Information from a “court document” excluded from PIPA
BUT – Use a reliable source to find that
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Criminal record checks
Not offered by municipal/RCM Police

“Police Information Check” available:

— Vulnerable sector
— Non-vulnerable sector

Changes in 2014:
— No mental health information

— “adverse contact” only reported to vulnerable
sector
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Required for employees working with vulnerable adults and children under the Criminal Records Review Act

Both provide outstanding warrants, convictions and charges

Mental health information included suicide attempts, was provided

Now not provided, even to vulnerable sector.  Adverse contact reported only where violent and without details of any mental health issues
Includes information an sexual offence convictions even where pardon granted

Non-vulnerable – no adverse contact
Where threat to safety, police may not respond


Police Information Check @

OVERHOLT LAW

Trusted Advisors

* Police Information Check

— Should only be done as part of a conditional offer
of employment

* Human rights issue:
— Must not refuse to employ on the basis of a
conviction “unrelated” to employment
* Threat to business?
* Circumstances of charge?
* Passage of time?
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What will be unrelated?  Are there crimes that relate to every position?


Background and Security Checks @
of Potential Employees OVERHOLTLAY

* Reference checks
— Consent usually required
— Listing references implies consent
— Listing previous employers does not imply consent

— Language of PIPA suggests that some reference
checks might be permitted without consent (but
still need notification)

— Breach of FIPPA where no consent obtained
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PIPA includes exception to consent for reasonable purposes related to “establishing, managing and terminating”

FIPPA limits to information “expressly authorized by act” and that “relates directly or indirectly to and is necessary for a program or activity of the public body”   In formation must come directly from an individual, exceptions do not include in establishing employment relationship – need consent

Order F14-26, checking additional references without knowledge or consent of a job applicant is contrary to FIPPA

Can ask for more references?


Background and Security Checks @
of Potential Employees OVERHOELLA

* Credit checks/other more extensive checks
— Generally not allowed
— Must be related to requirement of a position
— Rare
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OVERHOLT LAW

Trusted Advisors

Potential liabilities related to the collection and
(mis)handling of employee information
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First part of my second expansive topic, I wanted to touch on the difficult issue of determining when you are overcollecting and types of employee survillance


Collection and (Mis)Use @

OVERHOLT LAW
Trusted Advisors
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There is an ever-evolving spectrum of reasonable vs. unreasonable collection – on the one end of that spectrum

Allan Bosomworth
Owner of “Two Chefs and a Table” (and Big Lou’s Butcher Shop w/ Karl Gregg)
Placed a small camera in the bathroom to monitor employees (And patrons?) for four days in December 2012.  Pleaded guilty to “secretly observing or recording nudity in a public place”
12 month suspended sentence, criminal record



Collection and (Mis)Use @

OVERHOLT LAW
Trusted Advisors
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Employee metrics

The Daily Telegraph installed devices to monitor whether journalists were at their desks

Not Announced – employees googled the brand name

“environmental measure” with metrics to be used for hearing and desk allocation.   Removed four hours after buzzfeed published a story


Collection and (Mis)Use @

OVERHOLT LAW
Trusted Advisors
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Deloitte office in St. John’s, Nfld.  Used a “Smart Badge” made by “Humanyze”

Tracks movement and how often employees talk/listen.  Does not record actual conversations.  Treadmills not being used BUT analytics showed productivity increase when office took lunch together



Collection and (Mis)Use

How you spent your time View Key People
you
peers
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Organize and attend more effective meetings.

Duration is less than
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Fewer than 6
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(1] 10 20 30 40 50 60 70 80 90 100
B You Paers Total meeting time (%)

20% of your meeting time was spent in high-quality meetings, on average your peers spent 44.5% of their
meeting time in high-quality meetings. Your current goal for time in high-quality meetings is 50% . €
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meetings, you take time out of their schedules. This
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with no after-hours work (meetings or emails sent
outside of 8:00am-5:00pm). €@

1 days without after-hours work
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OVERHOLT LAW

Trusted Advisors
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Volometrix – email analytics – address and subject fields  - intended to assist employees by tracking the time they spend doing certain tasks – Boeing, Facebook, Qualcomm and Seagate

Spectrum not so clear


Collection and (Mis)Use

L
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OVERHOLT LAW

rusted Advisors
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Collection and (Mis)Use @

OVERHOLT LAW

Trusted Advisors

* Employee metrics and monitoring:
— Need a (reasonable) purpose
— Notify
— Need a policy
— Need consent in most instances
— Re-evaluate
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What information does employer get?

What does employer do with it

Should employees be able to opt out?


Collection and (Mis)Use @

OVERHOLT LAW

Trusted Advisors

Overt Video Surveillance
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Perhaps the most common form of employee surveillance is Overt Video Surveillance

NOTE: under PIPEDA and PIPA, recording is not necessary


Video Surveillance @

OVERHOLT LAW

Trusted Advisors

* BC Privacy Commissioner guidelines:
— Overt surveillance can be appropriate
— Best use - Security
— Means must be tied to purpose of collection
— Should be minimally invasive
— Secure retention
— Must give notice of presence
— Must develop a policy

— Must be ready to answer questions to
employees/others about it
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Does the camera need to be “always on”?  Aim at specific spots.  If you record sound, you could breach the Criminal Code!


Video Surveillance @

OVERHOLT LAW

Trusted Advisors

* BC Privacy Commissioner guidelines:

— Does a less invasive alternative to video
surveillance exist that would satisfy the business
purpose?

— Must evaluate and re-evaluate
* Federal Privacy Commissioner guidelines:

— Inform employees of existence and reason for
surveillance

— Provide a related policy

57



Presenter
Presentation Notes

BCOIPC has guidelines specific to public and private bodies

Fed. Privacy Commissioner – recent summary of a settled case involving the set up of a video camera directed at work area of one employee.  Camera was unannounced. Purposes were later stated to be to theft deterance, employee safety and property damage (safe and petty cash). Recordings kept secure and deleted.  Recommended to develop policy and post notices.

Discipline/malingering surveillance a different story

Charter issues


Potential Liabilities - @
What could possibly go wrong? ovsroiriaw

WATCHING YOU
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Potential Liabilities @

OVERHOLT LAW

Trusted Advisors

* Investigations/Audits

* Prosecutions

* Civil Claims and damages

e Other kinds of proceedings
* Intangibles
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Investigations/Audits @

OVERHOLT LAW

Trusted Advisors

Wide-ranging requirements in PIPA, PIPEDA
and FIPPA...

Power to investigate exists under all statutes
Commissioner empowered to make orders:
Orders must be obeyed
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Prosecution @

OVERHOLT LAW

Trusted Advisors

* Criminal Charges:
— Criminal Code of Canada

* Recording Conversations:
— Need consent from one party

— Consent could be given at the outset of
employment

* NOTE: admissibility a different issue
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Various provisions setting limits on activities in breach of others privacy

For example - Two Chefs – Secretly observing or recording nudity in a public place
Another: 2014 – new criminal code offence “publication of intimate image without consent”

Interception of communications - s. 184 – Every one who, by means of any electro-magnetic, acoustic, mechanical or other device, wilfully intercepts a private communication is guilty of an indictable offence and liable to imprisonment for a term not exceeding five years. 
Possession of “electromagnetic, acoustic, mechanical” recording device


ADMIT: generally – admissible.  Some case law in collective agreement context on inadmissibility as injurious to collective bargaining or labour relations



Prosecution under a privacy @
statute OVERHOLT LAW

* Charges can be laid for breach of privacy
statute

* Available under PIPA, FOIPPA, PIPEDA:

— PIPA/FOIPPA — summary conviction
— PIPEDA — summary conviction or indictment
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Types of charges are specific to each act


Prosecution under PIPA @

OVERHOLT LAW

Trusted Advisors

* PIPA

— Deception/coercion in collection.

— Disposal with the intent to evade request for
access.

— Obstruction.
— False statements.
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Prosecution under PIPA @

OVERHOLT LAW

Trusted Advisors

* PIPA

— Dismissal, suspension, demotion, discipline,
harassment (ect.) of employee for whistleblowing.

— Failure to comply with an order.

e Maximum fines:
— S10K for individuals
— S100K for organizations
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PIPA provides that the commissioner can investigate and deal with complaints under s. 36(2) or "requests" under Part 11. The definition of "request" refers to a written request to resolve a complaint or to conduct a review (s. 45). PIPA sets out the procedure for making a request in s. 47. Once the request is received, the commissioner must give notice to the organization concerned by giving it a copy of the request (s. 48). PIPA initially provides for mediation and other informal dispute resolution techniques (ss. 36(2), 49). If the request is not referred to a mediator or not settled, the commissioner is to hold an inquiry (s. 50). At the end of the inquiry, the commissioner must make an order under s. 52.

An order can require an organization to stop collecting, using and disclosing personal information in contravention of PIPA (s. 52(3)(e)). If the organization fails to comply with the order, it commits an offence and will be fined (s. 56). The plaintiffs' complaint regarding the lack of a provision for an interlocutory or permanent injunction is not, in my opinion, determinative. is not the test. The test is adequacy and that is not a test of perfection.

Section 57 of PIPA provides for damages for breaches of the Act. Once the commissioner has made an order against an organization and it has become final, then "an individual affected by the order has a cause of action against the organization for damages for actual harm that the individual has suffered as a result of the breach by the organization of obligations under [the] Act."



Prosecution under FIPPA @

OVERHOLT LAW

Trusted Advisors

* FIPPA — General Offences

— False statements and attempts to mislead.
— Obstruction.
— Failure to comply with an order.

e Maximum fine:
— S5K
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FIPPA is somewhat different and splits offences into two categories


Prosecution under FIPPA @

OVERHOLT LAW

Trusted Advisors

* FIPPA — Privacy Offences

— Unauthorized disclosure or failure to report
unauthorized disclosure.

— Stores information outside of Canada (without
consent).

— Failure to report a foreign demand for disclosure.

* Maximum fines:
— Individuals: S2K

— Partnerships/service providers: $25K
— Corporations: S$500K
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"service provider" means a person retained under a contract to perform services for a public body;


Prosecution under PIPEDA @

OVERHOLT LAW

Trusted Advisors

* PIPEDA

— Dismissal, suspension, demotion, discipline,
harassment (ect.) of employee for whistleblowing
(same as PIPA).

— Failure to retain information.

* Maximum fines:

— S10K if by summary conviction
— S100K if by indictment
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Differences

No fingerprinting for summary conviction, potential right to trial by jury for indictable, preliminary hearing, trial in Supreme Court

Fines rare


Prosecutions @

OVERHOLT LAW

Trusted Advisors

* Rare
* R. v. Skakun

— City councillor in Prince George

— Released a report detailing
harassment investigation of local
RCMP to the CBC

— Convicted

— Two appeals (dismissed)
— S750 fine
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FIPPA

The Kitty Heller report – confidential and privileged, received in a closed meeting of council, contains “personal information”
Admitted to providing it to the CBC , CBC published it on its website
Apparently no harassment, complaints of two people

The exist some discussion of prosecutions under PIPEDA, but limited to actions for disclosure of identities of file sharing


Damages @

OVERHOLT LAW

Trusted Advisors

* Damages
— PIPA
— PIPEDA
— Criminal Code!

* Damages not available:
— FIPPA (good faith)
— Internal and complete scheme
— No private duty of care arises
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PIPA – s. 57 if commissioner finds breach or offence: complainant has a cause of action “for damages for actual harm that the individual has suffered”

PIPEDA – s. 16, can seek a hearing on findings of complaint as well as “damages … including damages for any humiliation”.  Used not infrequently $5K in 2015 case for failure to provide personal information in context of LTD claim, $10K for credit check without consent. Must go through federal court,.  PIPEDA establishes a form of statutory test for breach of privacy.

Criminal Code – up to $5K for damages at sentencing

FIPPA  - no damages available where “good faith” in the disclosure or non-disclosure of something, or a failure to give notice.  Statutory 



Civil Claims and Damages @

OVERHOLT LAW

Trusted Advisors

* Tort liability:
— Negligence (supervision v. hiring)
— Breach of confidence
— Intentional infliction of mental distress

— Waiver of tort

e Common law ‘privacy’ torts:

— Intrusion upon seclusion

— Publicity given to private life

— Public disclosure of private embarrassing facts

— Publicity which places the plaintiff in a false light in the public
eye

— Appropriation, for the defendant’s advantage, of the plaintiff’s
name or likeness
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Evans, infra, supervision, Wilson v. Clarica Life, 2002 BCCA 502

Breach of confidence exists in BC

Explosion of cases, some employment some not

John Doe v. Canada, return address and “Medical Marihuana Program”



Civil Claims and Damages @

OVERHOLT LAW

Trusted Advisors

* The Privacy Act (BC):

“It is a tort, actionable without proof of damage, for
a person, wilfully and without a claim of right, to
violate the privacy of another”

* No common law tort in BC
* No action available under FIPPA
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Vicarious liability for employer a real possibility even where employees only given access to system they subsequently abuse

FIPPA has its own processes


Civil Claims and Damages @

OVERHOLT LAW

Trusted Advisors

 Damages for breach of contract?
* Albayate v. Bank of Montreal

— Bank failed to update address for woman
following divorce

— Sent information to previous address, received by
ex-husband

— Failure to implement privacy policy
— Breach of policy = breach of privacy
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2015 BCSC 695
Husband did not open
Inaccurate information to Equifax and TransUnion


Civil Claims and Damages @

OVERHOLT LAW

Trusted Advisors

* Vicarious liability
* Evans v. Bank of Nova Scotia

— Employee passing information to spouse, sold to third
parties

— Certified as a class action

— Opportunity to abuse system w/o monitoring
system/oversight

— Live question of vicarious liability

* Ariv. ICBC

— Employee breach of customer privacy

— Question of vicarious liability for intentional breach of PIPA
left open
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2014 ONSC 7249 class action – vicarious liability left open for privacy tort (intrusion upon seclusion) and negligent supervision

Similar comments in class action against Canada Student Loan Program

Ari v. ICBC – Employee improperly accessing information of 65 customers.  Class action.


Other Kinds of Proceedings @

OVERHOLT LAW

Trusted Advisors

* Complaints under the Human Rights Code:
— Free
— Complainant friendly
— Can take time to resolve
— Difficulty in proving a negative
* Wrongful dismissal:

— Could privacy intrusions result in a hostile
workplace?
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Intangibles @

OVERHOLT LAW
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Occupeye

Reporters commented that they needed to be out anyway


Resources @

OVERHOLT LAW

Trusted Advisors

e Office of the Privacy Commissioner of Canada
https://www.priv.gc.ca/index e.ASP

* Office of the Information & Privacy
Commissioner of BC

https://www.oipc.bc.ca/
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